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CTAHICNAB CAMOMIIOB

[onoBHwi iHcnekTop YITI JenaptameHTy Kibepnoniuii Ykpainu HauioHanbHoi noniuii Ykpainu
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AK AypaTb y Mmepexi Internet ©
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DiWnHr

(aHrn. phishing M®A: [fifin] Big fishing —
pubanbCTBO) — BUA LUIAXpamcTBa, METOK SKOro €
BUMaHIOBaHHA Yy OOBipnuBUX abo HeyBaXKHUX
KOPUCTYBaYiB MepeXi nepcoHanbHUX JaHUX KNIEHTIB
OHMaMHOBUX ayKLiOHIB, cepBiciB 3 nepekasy abo
oOMiHYy BantoTW, IHTEpPHET-MarasuHiB, couianbHUX
MepeX, MECEHXePIB TOLLO.



PeanbHi npuknagm (i3 npaKTMKMké_.«f)
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CASE Ne1 ey

Y cnisnpaudi i3 npaBoOOXOPOHHUMMU
opraHamn ®paHuii, Himey4nHn,
Benukobputanii, CLUA Ta iH.,
po3cnigyBanu aktu KpagiKku
ayTeHTUIKaLiNHNX OaHUX
KopucTtyBadiB Apple




O6'eKkT AOCNIAKEHHS

Interface: USB

Model: SanDisk U3 Cruzer Micro
Firmware revision: 3.27

USB Serial number: 0000185E2574F810

Capacity in bytes: 4,100,980,736 (4.1 GB)
Block Size: 512 bytes
Block Count: 8,009,728

TexHiuHa (igeHTndikyroua)
iHpOpMaLLif Npo HOCIN



CASE #1 (pocnipXXeHHSA)

Aelo «mariyHi» npunomu;)

B}’,—IO BIIKOHAaHO KOMaHIY:

B-}T.:]O BIIKOHHHD KON‘HHJ}"-: cat /mnt/raw/etc/apache2/conf/httpd.conf

cat /mnt/raw/etc/os-release OtprmaHO pe3yIbTar:
[ RS EEEEEEEEEEEEEEEEEEEEEEEEEEEERENREEEEEJEEEJESESE]

DO NOT EDIT. AUTOMATICALLY GENERATED. USE INCLUDE FILES IF YOU NEED TO MAKE A CHANGE
IR R NN RN R R NN N RN RN RN NN R RN NN RN RN RN RN NN RN

OTpnmMaHO pe3yiabTar:

PRETTY_NAME="Debian GNU/Linux 7 (wheezy)"
NAME="Debian GNU/Linux"

VERSION_ID="7"

VERSION="7 (wheezy)"

ID=debian

ANSI_COLOR="1;31"
HOME_URL="http://www.debian.org/"
SUPPORT_URL="http://www.debian.org/support/"
BUG_REPORT_URL="http://bugs.debian.org/" #

# cPanel & WHM controlled Apache configuration
#

Direct medifications to the Apache configuration file WILL be lost upon subsequent
regeneration of this configuration file, or an Apache update.

To have your modifications retained, you should create/edit administrator-specific
include files:

/etc/apache2/conf .d/includes/pre_main_global. conf
/etc/apache2/conf.d/includes/pre_virtualhost_global.conf
/etc/apache2/conf.d/includes/post_virtualhost_global.conf

R R R IR I I I

IR RS EEEEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEE]

B}’JD BHKOHAHO EOMEIH_Z[}TZ BukoHaHO KOMAaHIY:
cat /mnt/raw/etc/debian_version php -S 127.0.0.1:55441 -t /mnt/raw/home/w2dgdrg/public_html

OTPIIN[HHO pengr:]b"[a"[: OTpIIMaHO pEB}’JBTaT B KOHCOJIiZ

PHP 7.1.8-1ubuntul Development Server started at Wed Nov 1 15:26:13 2017
Listening on http://127.0.8.1:55441

Document root is /mnt/raw/home/w2dgdrg/public_html

Press Ctrl-C to quit.




CASE #1 (pocnipXeHHs)

[licns 3aCTOCYBaHHA PAAY «MariyHUX» 3aKNATb....

Y 6poy3zepi Firefox 6yno BigkpnTO CTOPIHKY 3@ MOCUAAHHSAM

http://127.0.0.1:55441/index.php
(127.0.01 — nokanbHa agpeca KkomMmn'roTepa)




Sign In - Mozilla Firefox

i) 127.0.0.1:55 80% ¢ | Q file_get_contents >

™3 Mac Pac Phone Watch o} ]

Apple ID Create Your Apple ID  FAQ

Apple ID

Manage your Apple accot

=

B remember me

-~

Forgot Apple ID of password?

Your account for everything Apple.

A single Apple ID and password gives you access to all Apple services.

Learn more about Apple ID

2000

Create your Apple ID




& Signin

€ ©F 127.0015

This Apple ID has been locked for
security reasons.

your account before signing in.

Unlock Account

Sign In - Mozilla Firefox

Create Your Apple D FAQ

This Apple ID has been locked for
security reasons.

Unlock Account

pccount for every

single Apple IDa

Create your Apple ID




@& Confirm your informat x | +

€ © 127.0.01

iPhone Watch Music

Account 'iﬁcation

Your Apple ID'S Wtest.test

Account

N pesasa I 1 P IRy ¢ AYMEN METH )}
Payment Details I PAVMENT METHOL

cardholders name

credit card number

expiry date

card security code

Payment Details

Information I NAME

first name

middle name (optional)
last name
.

E - = E
NTOINMation
DATE OF BIRTH

date of birth

TELEPHONE

phone number




CASE N22

Kpagikka akkayHTiB eneKTpOHHOro
BGaHKiHry




Login - Mozilla Firefox
oder - Mowyk Ge +

Dounte  Business  International LOGIN
. Privacy & Cookies | Accessibility
Products Support Life Moments

We use cookies to help provide you with the best possible online experience. By using this site, you agree that we may store and access cookies
on your device. You can find out more and set your own preferences here.

Online Banking services

Oniine barking

Welcome to Online Banking

Customer number |:| Forgotten any of your log in details? 3

This is your date of birth (ddmmyy) followed by your unique number which
identifies you to the bank.

Remember me. We don't recommend storing data on a shared
computer.

Tell me more about this feature»

Fraudsters call pretending to be the bank
and other companies you trust.

If in doubt hang up, search for a number you can trust, and call back to confirm
what is being asked. Remember, we will never ask for your full PIN, full possword
or cord reader information

(1) 127.0.0.1

Aocnip>xyBanu 3a
airopuTMoOM,
O ONUCyBaBCA BULLe



Digital Banking - L
oy —" Y uboMy BUMaAKy
NPOMNOHYBaJIOCb
o yBECTU AaHi,
Enter the following characters from your password H e O 6X| .ﬂl H | .ﬂl fl ﬂ

Enter the 1st character l:l

Enter the 2nd number l:l

Enter the 3rd number l:l

Enter the 2nd character l:l

e somer ayTeHTU®iKaLii Ha
Forgotten your security number or password?> CT O p | H LIII

Users with Special Needs

7| Do not refresh my screen on timeout. e j-l e KT p O H H O ro 6 a H Ky

Explain our timeout feature>




4Kk He cTaTh XepTBOIKO?

8 Hagidine | https:/ COMm.U3

[lepeBipATU HaQINHICTL pecypcy: n Cenficat

General Detalls Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):
# Ensures th ntity of a remote computer

Issued to: *.google.com.ua

Issued by: Google Internet Authority G3

Valid from 1/16/2018 to 4/10/2018




.

Ak He cTaTun XepTBOKO?
- P

[epeBipATN agpecu nocunaHsb:

wWww.google. com |-|0CI/IIIaI-.IHﬂ, oTpuMaHe y JINCTI
abo NoBiAOM/IEHHi




. 4
-‘ 7K He cTaTh XepTBOKO?

3a MOXINUBICTIO, HE KOPUCTYBATUCA BIOKPUTUMU TOYKaAMMU
goctyny Oo Mepexi  «lHTepHeT» ana  BUKOHAHHS
doiHaHCOBUX onepadin Y aBTopusalil y XMapHUX cepBsicax:

’b




o
| #lK He cTaTu XepTBOHO?

42 3a MOXNMBICTIO, NPOBOAUTU NIATBEPOXKEHHSA diHAHCOBUX
onepauin Ta OaraTopiBHeBOl ayTeHTudikauii 4epes

3 L

e A NpUCTPOI, Aki NpautotoTb Ha ctanaapti 3G Ta BulLe:
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www.cyberpolice.gov.ua
facebook.com/cyberpoliceua
k.2 twitter.com/cyberpoliceua




